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CRISC - Certified in Risk and Information Systems
Control

Course Description & Overview

SecureNinja's CRISC training and certification boot camp in Washington, DC, San Diego, CA
or Live Online provides the necessary skills for IT and business professionals seeking a
reinforced management position. This immersion course brings the essential material to
these professionals in the 5 job practice domains. These areas and statements were
developed by the CRISC® Task Force and represent a job practice analysis of the work
performed in risk identification, assessment, evaluation, response, and monitoring and in
the design, implementation, monitoring, and maintenance of information system controls.
The domains are as follows:

Domain 1: Risk Identification, Assessment, and Evaluation

Domain 2: Risk Response

Domain 3: Risk Monitoring

Domain 4: Information Systems Control Design and Implementation
Domain 5: IS Control Monitoring and Maintenance

CRISC is the only certification that prepares and enables IT professionals for the unique
challenges of IT and enterprise risk management and positions them to become strategic
partners to the enterprise. Our CISM certification training program will teach you the
necessary requirements to pass the CRISC® exam via in-depth lectures, discussions,
demos and much more.

Who Would Benefit
Those looking for:

¢ A prestigious, lifelong symbol of knowledge and expertise as a risk professional.
¢ Increased value to your organization as it seeks to manage IT risk.

e A competitive advantage over peers when seeking job growth.

Access to ISACA's global community of knowledge and the most up-to-date
thinking on IT risk management.

Achievement of a high professional standard through ISACA’s requirements for
continuing education and ethical conduct.

Job Roles include:

IT professionals.

Risk professionals.
Control professionals.
Business analysts.

Project managers.
Compliance professionals.
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Prerequisites

A minimum of three years of work experience in IT risk management and control. A strong
understanding of risk assessment, IT security, and governance principles is recommended.

Course Outline
1. Module 1: IT Risk Identification

e Recognizing IT and enterprise risks.
e Understanding risk factors and vulnerabilities.

2. Module 2: IT Risk Assessment

¢ Evaluating and prioritizing IT risks.
¢ Implementing risk analysis methodologies.

3. Module 3: Risk Response and Mitigation

¢ Developing response strategies for risk events.
¢ Implementing security controls and remediation plans.

4. Module 4: Risk and Control Monitoring and Reporting

e Establishing continuous monitoring and risk reporting frameworks.
e Ensuring compliance with governance and regulatory standards.

Course Length

e 4 Days
e 32 Hours

Exam Details

e Number of Questions: 150

¢ Question Types: Multiple-choice

e Duration: 4 Hours

e Passing Score: 450 out of a possible 800

The CRISC certification is a globally recognized credential that equips professionals with
the knowledge to identify, assess, and mitigate IT risks while ensuring compliance with
governance and regulatory standards. This course prepares candidates for the CRISC
exam by providing real-world risk management frameworks that enhance IT governance
and enterprise risk control strategies.

Page 2/2


https://secureninja.com
http://www.tcpdf.org

