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The Cybersecurity Experts

CISM - Certified Information Security Manager

SecureNinja's (5) five day CISM training and certification boot camp in Washington DC
metro and San Diego, CA provides executive management with assurance that those
earning the designation have the required experience and knowledge to provide effective
security management, and consulting services. Individuals earning the CISM certification
become part of an elite peer network, attaining a one-of-a-kind credential and our CISM
training program can help you become part of that elite network since it will teach you all
the knowledge and skills needed to earn the certification. Recent independent studies
have also consistently ranked CISM as one of the highest paying and sought after IT
certifications because it connects both IT technical knowledge with management training.

The CISM job practice also defines a global job description for the information security
manager and a method to measure existing staff or compare prospective new hires, which
hiring managers can use to see if you are more than capable of getting the job done right.
Our CISM certification training program will teach you the necessary requirements to pass
the exam via in-depth lectures, discussions, demos and much more.

The CISM certification is intended to provide a common body of knowledge for information
security management; focuses on information risk management as the basis of
information security; and includes material on issues that are on a much larger scope
(such as how to govern information security) as well as those issues considered practical
(such as developing and managing an information security program and incidents).

Topics Covered

Domain 1—Information Security Governance

Domain 2—Information Risk Management and Compliance

Domain 3—Information Security Program Development and Management
Domain 4—Information Security Incident Management

Who Would Benefit

The advanced-level CISM better addresses the interdependency between business needs
and IT security by focusing on risk management and security organizational issues. The
CISM certification is best for those students who manages, designs oversees and/or
assesses an enterprise's information security (IS). The Certified Information Security
Manager (CISM) certification program is developed specifically for experienced information
security managers and those who have information security management responsibilities.
Our CISM certification training program will provide you with a quality education that will
successfully prepare you for what you will encounter on the certification exam and while
on the job.

Prerequisites

Submit verified evidence of a minimum of five years of information security work
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experience, with a minimum of three years of information security management work
experience in three or more of the job practice analysis areas. The work experience must
be gained within the ten-year period preceding the application date for certification or
within five years from the date of originally passing the exam.

Experience Substitutions:

The following security-related certifications and information systems management
experience can be used to satisfy the indicated amount of information security work
experience.

Two Years:

e Certified Information Systems Auditor (CISA) in good standing

¢ Certified Information Systems Security Professional (CISSP) in good standing

e Post-graduate degree in information security or a related field (e.g., business
administration, information systems, information assurance)

One Year:

¢ One full year of information systems management experience

¢ One full year of general security management experience

e Skill-based security certifications (e.g., SANS Global Information Assurance
Certification (GIAC), Microsoft Certified Systems Engineer (MCSE), CompTIA
Security +, Disaster Recovery Institute Certified Business Continuity Professional
(CBCP), ESL IT Security Manager)

e Completion of an information security management program at an institution
aligned with the Model Curriculum

The experience substitutions will not satisfy any portion of the three-year information
security management work experience requirement.

Exception: Two years as a full-time university instructor teaching the management of
information security can be substituted for every one year of information security
experience.

Required Exams

ISACA CISM

The CISM exam consists of 150 multiple-choice questions. The CISM exam is focused on
four major domains as defined by ISACA.

Course Length
40 Hours
Follow On Courses

e CASP +
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* CISSP
* PMP
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